I'/TABA AIMUHUCTPAIIUU HEHTPAJIBHOI'O OKPYT' A

I'OPOJA KYPCKA
PACHOPAXKXEHMNUE
Ne 856-p 28.06.2016r.
006 YTBEPKACHUU MOJTUTHKH

HH(POPMALTMOHHOHA 0e30macHOCTH B
agMuHucTpanuu ILleHTpanbHOro okpyra
ropoaa Kypcka

B coorBerctBun ¢ PenpepanbHbiM 3akoHoM OT 27.07.2006 N 152-®3 "O
MEPCOHANBHBIX JaHHBIX", mocTtaHoBaeHueM lIpaBurtenscrBa Poccuiickoit denepanuu
or 21.03.2012 N 211 "OO6 yTBepX ACHUM MEpPEYHS MEp, HaIlpaBICHHBIX Ha
oOecrieyeHuEe BBIMIOJIHEHHUS OO0S3aHHOCTEW, MpeaycMOTpeHHbIX dDenepalibHbIM
3aKkOHOM "O mNepCOHANBHBIX [aHHBIX' W MPUHATBIMU B COOTBETCTBUH C HUM
HOPMaTUBHBIMU IPaBOBBIMU aKTamu, onepaTopamMu, SBJISIFOLLIUMUCS
roCyZapCTBEHHBIMU MM MYHMIMIIAIBHBIMU OpraHamu':

1. YTBepauTh mpuiiaraeMyro MOJIUTHKY WH(GOPMAIIMOHHONW 0€30MacHOCTH B
agmuHucTpaunu LlenTpansHoro okpyra ropojaa Kypceka.

2. PykoBomuTensiM  CTPYKTYpPHBIX  NOAPA3ACICHUN  aJIMUHUCTpALUU
LentpanbHoro okpyra ropojga Kypcka oGecnedyuTh BBITIOJHEHHWE TPEOOBAHHM IO
nHpOpMallMOHHON 0e30macHOCTH B agMUHHUCTpanuu LleHTpanbHOro okpyra ropoja
Kypcka.

3. KoHTpob 3a UCIIOJIHEHHEM DPACHOPSKEHUS BO3JIOKUTH HA YNPABIIAIOIIETO
nenamu agMuHMCTpanuu okpyra JI.H.TatekoBy.

I'maBa amMuHKUCTpaLun M.H.I'opGyHoB
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YTBEPXIEHA
pacnopsKEHUEM TIIaBbl aIMUHUCTpAIUU
[lenTpansHOro okpyra roposa Kypcka

ot 28 uroHga 2016 rona
No

_ IOJIUTHUKA
NHPOPMAIIMOHHOU BE3OITACHOCTU AIMUHUCTPALIN
HEHTPAJIBHOI'O OKPYI'A 'OPOJA KYPCKA

OIIPEJAEJIEHUA

B HacrosmeMm [OKyYMEHTE HWCHOJIB3YIOTCS CIEAYIOIIUEe TEPMUHBI M HX
ONPEIEIICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMa — CHCTEMA, COCTOAIIAs W3 IepcoHana u
KOMILIEKCAa  CPEACTB  aBTOMATH3alUM  €r0  JEATEIbHOCTH,  PEeaIu3yroas
MHGOPMAIIMOHHYIO TEXHOJOTHIO BHIMOIHEHUS YCTAHOBIEHHBIX (DYHKIIHIA.

AyTeHTH(HUKAIUA OTHPABHUTENS] JAHHBIX — TMOJTBEPKICHUE TOr0, YTO
OTHPABUTENH MOJTYUYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTL NEPCOHANBHBIX [JAaHHBIX — COCTOSHME 3aLIUIIEHHOCTH
NEPCOHAIBHBIX  JIAHHBIX,  XapaKTepU3yeMOe  CIIOCOOHOCTBIO  IOJIb30BATENCH,
TEXHUYECKHX  CPEACTB M WH(POPMAIMOHHBIX  TEXHOJOTUH  00ECIeUYHTH
KOH()UIEHIMATBHOCTh, LEJOCTHOCTh U JOCTYIHOCTh NEPCOHAIBHBIX JTAHHBIX MPH UX
00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHbIX.

buoMerpuyeckue  mepcoHajibHble  JaHHbIC —  CBEIACHUSA,  KOTOpBIE
XapaKTepU3yroT (PU3NOJIOTHYECKUEe OCOOEHHOCTH 4YeJIOBeKa U Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTb €ro JIMYHOCTh, BKJIOuYasg Qororpaduu, OTHEYaTKH MaJbIEB,
o0pa3 ceT4yaTKu Trja3a, OCOOEHHOCTH CTPOCHUS Tela U APYrylo MOA0OHYIO
uHOOpMAIIHIO.

BaokupoBanne nepcoHaNbHBIX JAHHBIX — BpEMEHHOE TIpeKpalieHue coopa,
CUCTEMAaTH3allNM, HAKOIUIEHUS, HCIIOJIb30BAHUSA, PACIPOCTPAHEHHUS, IMEPCOHATBHBIX
JAHHBIX, B TOM YHCII€ UX Nepeaadu.

Bupyc (KOMIbHOTEpPHbIA, NPOrPAMMHBIN) — HUCIOJIHAEMbBIA ITPOTPAMMHBIN
KOJl WIM MHTEPOPETUPYEMbI HA0Op HWHCTPYKUUMA, O0O0Jalaonuil CBONCTBaMHU
HECAaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIE
nyOJauKaThl KOMIIBIOTEPHOIO BHpYCa HE BCErjJa COBMAJAIOT C OPUTMHAIOM, HO

COXPAaHSIOT CHIOCOOHOCTH K JalbHENIIEMY pacipoCTPaHEHUIO u
CaMOBOCIPOM3BEACHHUIO.
Bpenonocnasi  mporpamMma —  mporpamma, — IOpeJHa3HaueHHas A

OCYILIECTBJIICHUSI HECAHKIIMOHUPOBAHHOTO JIOCTyna W (WaM) BO3JCUCTBUS Ha
NIEPCOHAJIbHBIC JIAHHBIC WJIM Pecypchl MH(OPMAIMOHHON CHCTEMBI IMEPCOHATBHBIX
JTQHHBIX.



BcnoMmorare/ibHbIe TeXHHYECKHE cpeacrBa M CHUCTEMbI — TCXHHUYCCKHC
cpeacrBa U CUCTCMbI, HC NPCAHAZHAUCHHBIC I ICPCAayvu, O6pa6OTKI/I U XpaHCHUA
MEPCOHAIIBHBIX JAaHHBIX, YCTaHABJIMBACMBIC COBMECTHO C TCXHUYCCKHUMU CPCACTBAMU

U CHUCTEeMaMH, MpeTHA3HAYEHHBIMU JJIsi 00pabOTKM TEpPCOHAIBHBIX JaHHBIX
WIM B TIOMEHICHUSX, B KOTOPBIX YCTAaHOBJIECHbI HMH(POPMAIMOHHBIE CHUCTEMBI
MIEPCOHAJIBHBIX JAHHBIX.

JocTyn B onepanmMoHHYyI0 cpeay KoMmbioTepa (MH(pOPMAIMOHHON CHCTEMbI
MEePCOHAJIBHBIX JAHHBIX) — [TOJyYEHHE BO3MOKHOCTH 3aITyCKa HA BBIIIOJIHEHUE ILITATHBIX
KOMaHJl, (PyHKIMH, TMpOoLEAyp OIEPAMOHHON CHUCTEMbl (YHUYTOXKEHUsI, KOIMPOBAHUS,
MIEPEMEIICHUS U T.11.), UCTIOMHIEMBIX (DaiiyIOB IPUKIIAHBIX POTPAMM.

Joctyn k uH(oOpMAIMUA — BO3MOXHOCTh TIONy4YeHUs] HMHPOpPMAIUKM H €€
HCIOJIb30BaHMSI.

3ak/1a104HOe YCTPOMCTBO — 3JIEMEHT CpENCTBAa CheMa HH(OPMAIMH, CKPBHITHO
BHEJPSIEMbIH (3aKJIabIBAEMBIN WM BHOCUMBI) B MECTA BO3MOXKHOI'O CheMa MH(OpMALUU
(B TOM uuclie B OrpaXICHUE, KOHCTPYKLHIO, OOOpYIOBaHHWE, MPEIMETbl HUHTEphEpa,
TPaHCHIOPTHBIE CPEICTBA, & TAKXKE B TEXHUYECKUE CPENICTBA U CHCTEMBbI O0pabOTKH
uH(popMaun).

3amumaemass  uHdopmamms —  UHpOpMalLMs,  SBISIOLIAACS — [IPEAMETOM
COOCTBEHHOCTH M TMOJUIKaIlasi 3allliTe B COOTBETCTBUM C TPEOOBAaHHMSMHU MPABOBBIX
JIOKYMEHTOB WJIU TPEOOBaHUSIMH, YCTaHABIMBAEMBIMA COOCTBEHHHKOM MH(OPMAIIUH.

Nnentudukanusi — nprucBoeHre CyObeKTaM B 00bEKTaM JIOCTYTIA WACHTU(UKATOPA
U (WIM) CpaBHEHHE TPEIBIBISIEMOrO HACHTU(PHKATOpPA C TEpEeYHEeM IMPHUCBOEHHBIX
HUJIEHTU(PUKATOPOB.

NudopmaTuBHBI ~ CUTHAJX —  DJIEKTPUYECKHE  CUTHAIBL,  AKyCTHUYECKHE,
AIIEKTPOMATHUTHBIE U JIpyrye (PU3MYECKUE MOJs, MO MapaMeTpamM KOTOPhIX MOXKET ObITh
packpbiTa KOHpUIEHIIMAIbHas WHpopMalus (TIepCOHATBHBIE JJaHHbIe) 0OpadaThiBacMasi B
MH(POPMAIIMOHHOW CUCTEME TIEPCOHATBHBIX JaHHbIX.

Nupopmanuonnass cucrema mnepcoHadabHbIX JAaHHbIX (MCIIIH) —
nH(pOpPMAIMOHHAS CHUCTEMA, MPECTABIAIONAs cO00l COBOKYIMHOCTh MEPCOHATBHBIX
JAHHBIX, COJIep KaIIMXCs B 0a3e JIaHHBIX, a TaK)Ke MHPOPMAITMOHHBIX TEXHOJIOTUN U
TEXHUYECKUX  CPEICTB, TO3BOJISIIOIIMX  OCYIIECTBIATH  00pabOTKYy  TaKuX
NEPCOHATBHBIX JAaHHBIX C MCIOJb30BAaHUEM CpEICTB aBTOMATH3allMd WIH 0e3
UCITOJIb30BAHUS TAKUX CPEJICTB.

HNudopmanmonnble TEXHOJIOIMMH — TIPOIECCHI, METOIBI TIOUCKA, COOpa, XPaHEHUS,
00paboTKH, TIPEAOCTABIICHHUS, PACTIPOCTpaHESHHUSI HH(POPMAIH 1 CITIOCOOBI OCYIIICCTBICHHUS
TaKHUX MPOLIECCOB U METOOB.

Hcnonb30BaHne MNEPCOHANBHBIX [JAHHBIX — JICUCTBUA (Omepanuu) ¢
MEePCOHATBHBIMU JTAHHBIMU, COBEPILIAEMbIE OMIEPATOPOM B HEJISIX MPUHATHS PEUICHUM
WM COBEPUICHUS HWHBIX JEUCTBUM, MOPOXKIAOMIMX HOPUIUYECKUE TOCIE/ICTBUS B
OTHOIIICHUH CyObEKTa MEPCOHAIBHBIX TAHHBIX WM APYTHUX JIUI] JTUOO UHBIM 00pa3om
3aTparvBarolUX IMpaBa U CBOOOJBI CyObEKTa MEPCOHAIBHBIX JAHHBIX WU JAPYTHX
T,

HUcrouynux yrpo3sl Oe3omacHocTH  uHGoOpMAUMM — CyOBEKT  JIOCTYIIa,
MaTepUaIbHbIN OOBEKT WM (PU3UUECKOE SIBJICHHE, SBIISFOIIMECS PUIMHON BOSHUKHOBEHUS
yIpo3bl 6€30MacHOCTH H(OPMAITUH.



KonTtposmpyemasi 30Ha — TpOCTPaHCTBO (TEppUTOpUsL, 3[aHKME, YacTh 3aHUS,
MOMELIEHHUE), B KOTOPOM MCKITFOYEHO HEKOHTPOJIMPYEMOE NPEObIBAHME TIOCTOPOHHUX JIULL, &
TaKKe TPAHCHIOPTHBIX, TEXHUYECKUX U MHBIX MaTePUATIbHBIX CPEJICTB.

KonpuaeHIMaAILHOCTL  NMEPCOHAJIBHBIX  JAHHBIX —  00s3aTelibHOE IS
COOMIO/IEHNST OMEPATOPOM WM MHBIM MOJIYYMBIIMM JOCTYI K MEPCOHAIBHBIM JAHHBIM
JUIIOM TpeOOBaHME HE JOIyCKaThb WX pacrhpocTpaHeHue Oe3 coracus CyObeKTa
NEPCOHATIBHBIX JJAHHBIX WM HATMYKS MHOTO 3aKOHHOT'O OCHOBAHMSI.

MeskceTeBOi 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHATBHO-
pacrpeieieHHoe — TporpaMMHoOe  (IPOrpaMMHO-ANIapaTHOE) CPEACTBO  (KOMILIEKC),
peam3yroliee KOHTPOJb 3a UH(pOpMAaIIeH, MOCTyMarolieil B MHGOPMAIMOHHYIO CHCTEMY
MIEPCOHAIBHBIX JJAHHBIX U (MJIHM) BBIXOSIIEH 13 HHPOPMAIIMOHHON CUCTEMBI.

Hapymmurens 0e30MacHOCTH NEPCOHAIBHBIX JAHHBIX — (PU3UYECKOE JIUIIO,
CIIyYailHO WM IPEIHAMEPEHHO COBEPILAOIIEE JIECHCTBHS, CIEACTBUEM KOTOPBIX SIBJISIETCS
HapyIlieHne Oe30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX TPH MX O0pabOTKE TEXHUUYECKUMHU
CpencTBaMy B MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTn3npoBanHasi 00pa0oTKa NMepCOHAJBHBIX JAHHBIX — 00paboTKa
MEePCOHAIBHBIX  JIAHHBIX,  COJAEpXaIUXCci B  HMHGOPMAIMOHHONW  CHUCTEME
MEePCOHAIBHBIX JaHHBIX JIMOO W3BICYEHHBIX U3 TaKOW CHUCTEMbI, CUHUTACTCS
OCYUIECTBJICHHOM 0e3 UCIIOJIb30BAHUS CpEJICTB aBTOMAaTH3alNU
(HeaBTOMATU3MPOBAHHOM), €CJIM TaKhe JCHCTBUS C MEPCOHAIbHBIMU JAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, pPACHpPOCTPAHEHHE, YHUUYTOXKEHHE MEPCOHATbHBIX
JAaHHBIX B OTHOIIEHWU KaXJAOTO0 U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYILIECTBIISIFOTCS] IPU HEMOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexknapupoBaHHbie BO3MOKHOCTH — (DYHKITMOHATBHBIE BO3MOXKHOCTH CPEJICTB
BBIUKCIIUTEIIPHON TEXHUKH, HE OIMCAHHBIC WIM HE COOTBETCTBYIOIIME OIMCAHHBIM B
JOKYMEHTAIHH, IPU  UCMOJIL30BAHMM  KOTOPBIX ~ BO3MOXKHO  HapyllCHHE
KOH(PUICHITUATBHOCTH, JOCTYITHOCTH WJIH LIEIOCTHOCTH 00padaThiBaeMoi HHGOPMAIUH.

HecaHKIIMOHUPOBAHHBIN H0CTYI (HECAHKIIMOHMPOBAHHbIE AeCTBUS) — JIOCTYII
K MH(pOpMalMy WM JeHCTBUSA ¢ MH(pOpPMaIMe, Hapyllalolie NpaBuia pa3rpaHnYeHUs
JIOCTyTIa C WCMOJIb30BaHUEM IITATHBIX CPEICTB, MPEIOCTABIIEMbIX HHPOPMAITMOHHBIMU
CHUCTEMaMU TIEPCOHATBHBIX JJAHHBIX.

Hocurens undopmanuu — Guznydeckoe IO WIM MaTepUaIbHBIA OOBEKT, B TOM
yuciie (U3MYeckoe TMoje, B KOTOPOM HHGOpMAIMS HAXOMUT CBOE OTPAKEHHE B BHJIC
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUN W TPOIECCOB, KOIMYECTBEHHBIX
XapaKTePUCTUK (PU3NMUECKUX BEITUYUH.

O0e3munBaHue TMNEPCOHAJBHBIX JAHHBIX — JCHCTBHUS, B pE3yJibTaTe
KOTOPBIX HEBO3MOXKHO OMNPEACNIUTh MPUHAJICKHOCTh MEPCOHAIBHBIX JAaHHBIX
KOHKPETHOMY CyOBEKTY NEPCOHAIBHBIX JAHHBIX.

O0paldoTKa MEPCOHAIBHBIX JAHHBIX — JCUCTBUS (OMEpaliu) C MEPCOHATILHBIMU
JaHHBIMM, BKJIIOYas cOOp, CHCTEMaTW3allii0, HAKOIUIEHUE, XpaHEHUE, YTOYHEHHUE
(oOHOBNEHME, U3MEHEHHE), UCTIONB30BAHKUE, PACIIPOCTPAHEHUE (B TOM YHCIIE Nepeaady),
o0e3nM4rBaHue, OJ0KMPOBAHNUE, YHUUTOXKEHUE IEPCOHANIbHBIX JTAHHBIX.

OO0menocTynHble NepCOHAIbHBbIE JaHHbIE — IEPCOHANbHBIC TAHHbBIE, TOCTYII
HEOrpaHMYEHHOI0 Kpyra JIMIl K KOTOPBIM IMPEAOCTaBIE€H C corjacusi CyObekTa
NEPCOHATBHBIX JaHHBIX MM Ha KOTOpPbIE B COOTBETCTBUU C (eaepaabHbIMU
3aKOHAMU HE paclpocTpaHseTcs TpeOoBaHUe COOMIOACHUS KOH(DUIEHIINATLHOCTH.



Omneparop (mepcoHaNbHBIX  JaHHBIX) —  TOCYJApPCTBEHHBIM  Opra,
MYHHULIMIATbHBINA OpraH, I0pUANYEeCKOoe WM (H3UYECKOe JIUIIO, OPraHu3yIoIIee U (M)
OCYILIECTBIISIIONIEeEe 00Pa0OTKY MEPCOHAIBHBIX JAHHBIX, a TAKXKE ONPEACISIONIUE e U
cojiepskaHue 00pabOTKH MEPCOHANIBHBIX JaHHBIX.

Texnnyeckne cpeacrsa HMH(POPMALMOHHON CHCTEMbI IEPCOHAIBHBIX
JAHHBIX — CPEJCTBA BBIYMCIMUTEILHON TEXHUKH, WH()OPMAMOHHO-BBIYHCIUTEIILHbIE
KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMBI Niepesiaur, npuema u oopadotku [1/1H (cpencra u
CHCTEMBbl 3BYKO3aIMCH, 3BYKOYCWJICHMS, 3BYKOBOCIPOM3BEICHUS, IEPETOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEICTBA W3TOTOBJICHUS, TUPAKUPOBAHUS JIOKYMEHTOB U
JpyTUe TEXHUYECKHE Cpe/icTBA 0OpabOTKU peueBOid, rpadyecKom, BUICO- U OYKBEHHO-
poBol MH(pOpMAIIMK), MPOrPAMMHBIE CPEICTBA (ONEPALMOHHBIE CHCTEMBI, CHUCTEMBI
yIpaBiieHus: 0a3aMy JaHHBIX W T.I1.), CPEACTBA 3aIUThl MH(POPMALMHY, MPUMEHSEMBIE B
MH()OPMAITMOHHBIX CHCTEMAX.

IlepexBar (MH(pOpMAaUMU) — HENPABOMEPHOE MOJYyYEHHE HHPOPMALUHU C
MCITOJIb30BAaHUEM TEXHUYECKOTO CPEACTBA, OCYILIECTBISAIOIEr0 OOHAPYKEHUE, IPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHbIEe — J100as  uHpoOpMauusa, OTHOCAWAsCA K
ONpECIICHHOMY WM ONpENEIsIeMOMYy Ha OCHOBAaHMM Takod uHGpOpMaluu
buzndeckomy JuIy (CyOBEKTY MEepPCOHATBHBIX JIAaHHBIX), B TOM YUCIIE €ro (paMuius,
UMs1, OTYECTBO, 'O/, MECSII, JJaTa U MECTO POXKJIECHUs, aJ[peC, CEMEHHOE, COLIMAIIbHOE,
UMYIIIECTBEHHOE TMOJOXKeHHe, oOpa3oBaHue, mpodeccus, T0XOAbl, Jpyras
uHdopMaIms.

ITo0o4HbIE 3JIEKTPOMATrHUTHbIE U3J1y4eHUS U HABOJIKH —
AIIEKTPOMArHUTHbIE U3IYYEHHS] TEXHHYECKHX CpEACTB OOpabOTKH 3alUIaeMOn
uH(pOpMaINK, BOSHUKAIOIINE KaK TOOOYHOE SIBJICHHUE U BbI3BAaHHBIC JIEKTPUUECKUMU
CUTHAJIAMH, JECUCTBYIOIIMMH B HX 3JEKTPUYECKUX M MATHUTHBIX LEMAX, a TaKkKe
ANIEKTPOMArHUTHBIE HABOJKH 3THUX CHUTHAJOB HAa TOKOINPOBOJALIME JIMHHH,
KOHCTPYKLIMH U LEMU TUTaHUSI.

HoauTHKa «YHCTOrO €TOJIA» — KOMILIEKC OPTraHU3ALMOHHBIX MEPONPUATHIA,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3alUCHIBAaHUS HAa OYMa)KHbIE HOCHUTENM KIIIOYeW U
aTpuOyTOB 0CTyMNa (MapoJieit) U XpaHEeHus1 X BOJIM3U 00BEKTOB JOCTYyIA.

IMoab30oBaTe b UH(POPMANMOHHON CHCTEMbI MEPCOHAJBbHBIX JAHHBIX —
JUI0, ydYacTBywoliee B  (YHKIMOHUPOBAHUM  HUH(POPMAIMOHHONW  CHUCTEMBI
HEePCOHATIbHBIX JIAHHBIX WJIM UCTIOJIb3YIOIIEE PE3YIbTAThl €€ (YyHKIIMOHUPOBAHHUS.

IIpaBuaa pasrpaHu4eHus AOCTyIA — COBOKYITHOCTb IpaBuII,
perJaMeHTHPYIOIIMX MpaBa A0CTyNa CyObEKTOB AOCTyIa K 00bEKTaM JOCTYTIA.

IIporpammHuas 3akJjiaKka — KOJI IPOTrpaMMbl, NPEIHAMEPEHHO BHECCHHBIM B
MIPOrpaMMy C LENbK OCYIIECTBUTHh YTE€UKY, WU3MEHHUThb, OJIOKHPOBATh, YHHUYTOKUTbH
MH()OPMALMIO WIM YHHYTOXKHTh UM MOAM(PULMPOBATH MPOrpaMMHOE OOecreueHue
MH()OPMALIMOHHOW CHCTEMBbl MEPCOHANbHBIX JAaHHBIX M (WIKM) OJOKUPOBATH
anmnaparHble CpPe/ICTBa.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1CHCTBHE —
HECaHKIIMOHMPOBAaHHOE  BO3JEHCTBME  HA  pPeCypchl  aBTOMATH3UPOBAHHOMU
MH(GOPMAIIMOHHONM CHCTEMbI, OCYILIECTBISIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe mNepCcOHAJIBHBIX JAHHBIX — YMBIIUIEHHOE WU CIy4alHOE
HapylleHne KOH(QUICHINAIbHOCTH NEPCOHANIBHBIX JaHHBIX.
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PacnpocTpaHeHne mepCcOHAJbHBIX JAHHBIX — JICUCTBUS, HAMNpPABJICHHBIE Ha
nepefadyy  MEepCOHANBHBIX  JAaHHBIX ONpENeNeHHOMY Kpyry Juu (mepemada
MEPCOHANBHBIX JAaHHBIX) WM HAa O3HAKOMJIEHWE C MEPCOHAIBHBIMU JIaHHBIMU
HEOTPAaHMYEHHOT'0 KpYyTa JIMLI, B TOM YHClie 0OHApOAOBAHHUE MEPCOHANIBHBIX JAHHBIX B
cCpelcTBax  maccoBod — mHGpOpMalMH, — pa3MelnieHue B MH(OpPMAMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEeJOCTaBIEHUE JIOCTYNa K MNEePCOHATbHBIM
JaHHBIM KaKUM-JTMOO UHBIM CIIOCOOOM.

Pecypc mndpopmManmoHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTO,
IPUKIIATHOTO W arnmapaTHOro oOecrieyeHus (GyHKIMOHUPOBAHUS
MH(GOPMAIIIOHHOM CUCTEMBL.

CneunanbHble KATerOpud MEPCOHAJBbHBIX JAHHBIX — [IEPCOHAIIbHbBIC
JaHHbIE, Kacarolluecs pacoBOM, HAMOHAJIBHOW IMPUHAJUIEKHOCTH, MOJIUTHYECKHX
B3TJISIJIOB, PENMTHO3HBIX WM (PHIOCOPCKUX YOSKICHUIA, COCTOSHUS 3I0POBbS W
MHTUMHOM KM3HU CyOBEKTa MEPCOHAIBHBIX TaHHBIX.

CpeacrBa BbIYMCJIMTEIbHOH TEXHUMKH — COBOKYIHOCTh IPOTPAMMHBIX U
TEXHUYECKMX 3JIEMEHTOB CHCTEM OOpaOOTKH JaHHBIX, CIIOCOOHBIX (PYHKLIMOHUPOBATH
CaMOCTOSITEJILHO WJIM B COCTABE IPYTHX CHCTEM.

CyobektT gocrynma (Cy0beKT) — JMII0O WIM TPOLECC, ACUCTBUS KOTOPOIo
PErJIaMEHTUPYIOTCS MTpaBUJIaMu pa3rpaHUUYEeHUs JOCTya.

TexHMYeCKNH KaHAJ YTEeYKH HH(OPMALMM — COBOKYIIHOCTb HOCHUTEIA
uHpopmanmu  (cpeAacTtBa  00paOOTKM),  (U3MYECKOHM  Cpelbl  paclpOCTPaHEHHS
MH(OOPMATUBHOTO CHUTHATa U  CPEICTB, KOTOPBHIMH JOOBIBACTCS  3alyIiacMas
uHpOpMAaI.

TpancrpanuyHas mnepefadya MNEPCOHAJBHBIX JIaHHBIX — [epefaya
MEPCOHAIBHBIX JIAHHBIX oreparopoM depe3 ['ocynapcTtBennyro rpanuiy Pocculickon
denepan  OpraHy BJacTH HMHOCTPAHHOTO TOCYIapCcTBa, (U3NYECKOMY WITU
IOPUIMYECKOMY JIIY HHOCTPAHHOI'O T'OCYIapCTBa.

Yrpo3sl 0€30IaCHOCTH MEPCOHAJIBHBIX JAAHHBIX — COBOKYIIHOCTb YCJIOBHH U
(bakTOpOB, CO3AAIOIIMX OMACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHMCIIE CIIy4alHOTrO,
JOCTyNa K NEPCOHABHBIM JAHHBIM, PE3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXKECHUE,
U3MEHEeHue, OJIOKMpOBaHHE, KONMPOBAHUE, PACIPOCTPAHEHUE IMEPCOHATBHBIX JIAHHBIX, a
TaKOKE WHBIX HECAHKIMOHUPOBAHHBIX JEHCTBUN MpHU MX 00paboTke B MH(DOPMAMOHHON
CHCTEME MEPCOHAIBHBIX JJAHHBIX.

YHUUYTOKEHHE TEePCOHAIBHBIX JAHHBIX — JCHCTBHS, B PE3YJIbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAaHOBHUTH COJIEP)KAHUE TMEPCOHAIBHBIX JAHHBIX B HMH(OPMAIOHHON
CHCTEME IIEPCOHAIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPbIX YHUUYTOXKAKOTCS
MaTepUalibHbIe HOCUTEIIN MEPCOHATIbHBIX TAHHBIX.

Yreuka (GammimaeMoil) HMHQOpMALMH N0 TEXHHYECKHMM  KaHAJIaM —
HEKOHTPOJIIMPYEMOE  PaclpoOCTpaHEHHE HH(POpMALMK OT HOCHTENS  3allMIIAeMOn
uHpopMalu yepe3 (PU3NUECKYIO Cpely 10 TEXHUYECKOTO CPEACTBA, OCYLIECTBIISIFOLLETO
nepexBaTr UHPOpPMaLUH.

Yupexaenue — AIMHHHCTpaUUs 3paBOOXPAHEHUsS, COLMAIBLHON cdepsl,
TpyJla ¥ 3aHATOCTH.

YA3BUMOCTBH — CJ1a00CTh B CPEICTBAX 3AIUTHI, KOTOPYIO MOYHO HCIOJIb30BaTh
JUTsl HApYIIEHHsI CUCTEMBI WIIM COJIEpyKaILIeics B Hell nH(popMalui.



IesocTHOCTH, MH(OPMAIIMH — CIIOCOOHOCTH CPEJICTBA BBIYHUCIATEIIHLHON TEXHUKU
WIM aBTOMATU3MPOBAHHOM CHCTEMBI OO0ECIICUMBAaTh HEU3MEHHOCTh HH(OpMAIK B
YCIIOBUSIX CITyYaitHOTO W/WJIM MPEAHAMEPEHHOIO UCKKEHHS (pa3pyLLeHus).



OBO3HAYEHUSA N COKPAILEHUA
ABC — anTHUBUpYCHBIE CpPEICTBA
APM —aBTOMaTH3MpPOBAHHOE PAdOUEE MECTO
BTCC — BcriomorarenbHbIE TEXHUYECKUE CPEIICTBA U CUCTEMBI
NCTIn — nadopmarimonHast cuctemMa NepCOHATBHBIX JAHHBIX
K3 — koHTpOonmmpyemas 30Ha
JIBC — j10KaJibHas BBIYHCIIUTENBHAS CETh
MD — MexceTeBo IKpaH
HCJI — HeCaHKIIMOHUPOBAHHBIHN TOCTYTI
OC — oneparoHHasi cucTeMa
I1/TH — nepcoHaIbHBIE TaHHBIE
[IMB — nmporpamMmmHO-MaTeMaTU4eCKOE BO3AEUCTBHE
[1O — mporpamMmmHOE 0becrieueHue
[IODMHH — no604HbIE 3IEKTPOMATHUTHBIE U3ITyYEHHsI 1 HABOJKH
CA3 — cucrema aHanu3sa 3alIUIIEHHOCTH
C3U — cpeacTsa 3amuThl UHPOpMaLUU
C3IIdH — cucreMa (mocucTeMa) 3allUThl IEPCOHANBHBIX JAHHBIX
COB — cucrema oOHapyXeHUs! BTOP>KEHUN
TKY U — texHuyeckue KaHaibl yTeUKd HHGOPMAIU
VYBIIIH — yrpo3bl 6€301aCHOCTH MEPCOHATTBHBIX JAHHBIX



BBEJIEHUE

Hacrosmas [Momutuka nndopmarmonHoi 6e3omacHoctu (nanee — [lonmutrka)
aamuHucTpauuu LlentpansHoro okpyra roponaa Kypcka ([anee - Anmunucrpanus),
SABJISIETCS O(DUITMATBHBIM JOKYMEHTOM.

[TonuTtuka pa3zpaboTaHa B COOTBETCTBUU C IIEJISIMU, 3aJla4aMi U MPUHIIUTIAMU
oOecrieyeHus: 0€30MACHOCTH TEPCOHAIBHBIX JAaHHBIX M3JI0XKEHHbIX B Konuenuyuu
ungopmayuonnoit 6ezonacnocmu UCI/[n Aomunucmpayuu.

[Tonutuka paspaboTaHa B COOTBETCTBUM C TpeboBaHUsIMU DenepaibHOrO 3aKOHA
oT 27 uronsa 2006 1. No 152-®3 «O nepcoHaIbHBIX MaHHBIX» W TMOCTaHOBJICHUS
[IpaButensctBa Poccuiickoit ®eneparuu or 11 HosiOpst 2007 1. Ne 781 «O06
yTBepkaenun [lonoxenus o6 obecrneueHnn 0E30MaCHOCTH MEPCOHAIBHBIX JTaHHBIX
npu Ux 00paboTke B MH(DOPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JIaHHBIX», Ha
OCHOBAHUU:

o «Pexomennanuii mo obecneyeHn0 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU
ux o00paboTke B HWH(MOPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JIAHHBIXY,
yTBepxkaeHHbIX 3amectuteneM aupekropa PCTIK Poccuu ot 15.02.2008 r.,

o «TunoBwIx TpeOOBAHMI IO OPTAaHU3ANMH U 00CCTICUCHHUIO (PYHKITMOHUPOBAHUS
MUQPPOBAIBHBIX  (KpUNTOrpa)UUeCKnX) CpPEACTB, MPEJHA3HAYEHHBIX I
3amuThl  MHGQOpMALUM, HE  coJepKalledl  CBEACHUM, COCTaBJISIIONIUX
rOCyJapCTBEHHYIO TailHy B Ciy4yae M3 HCIOJb30BaHUSA i oOecreyeHus
0€30MacHOCTH NMEPCOHANBHBIX JAHHBIX IPU UX 00pabOTKe B MHPOPMALIMOHHBIX
CHUCTEeMaX MEPCOHAJIbHBIX JTAHHBIX», YTBEPKJICHHBIX pyKoBoJcTBOM 8 lleHTpa
OCBb Poccun 21.02.2008 1. Ne 149/6/6-662.

o [locranosnenus IIpaButensctBa PO ot 21.03.2012 No211 «O06 yTBepxkaeHUH
MepeyHsi Mep, HaIpaBJICHHBIX HAa OOECMEeUYeHUE BBINMOTHEHUS O0S3aHHOCTEH,
npeaycMoTpeHHbIx dDenepanbHbiM 3aKOHOM «O TEPCOHAIBHBIX JTaHHBIX» U
OPUHSATBIMA B COOTBETCTBUM C HHUM HOPMATUBHBIMU IPAaBOBBIMH aKTaMH,
OlepaTopaMu, SBJISIOMIMMUCS TOCYAAPCTBEHHBIMU WJIM MYHHUIIMIAIbHBIMU
opraHammy;

B [Ilonutuke omnpenenensl TpeboBanus k tmiepconany WCII[dH, crenensb
OTBETCTBEHHOCTH II€PCOHANa, CTPYKTypa U HEOOXOAUMBIN YPOBEHb 3aIUIICHHOCTH,
CTaTyC ¥ JIOJDKHOCTHBIE O0S3aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a 0OecreueHne
6e3omacHocTH nepcoHabHBIX naHHbIX B UCII/{H A nmuHucTparms.

1. O01ue 1MoJI0KeHUA

Lenwro HacTosmiei [lonuTrkm sBaseTcs odecreueHne 0e30IacHOCTH 00OBEKTOB
3aUTHl  AJIMHHHCTpPAIlMA OT BCEX BHUJOB YIPO3, BHEIIHUX H BHYTPCHHUX,
YMBIIUICHHBIX WM HENPEJIHAMEPEHHBIX, MUHUMH3AIMUSA yiiepda OT BO3MOXKHOU
peanuzaruu yrpo3 6ezomacHoctu [11u (YBIIIH).

be3zonacHOCTh TEPCOHANBHBIX JAHHBIX JOCTUTACTCS ITyTEM HCKIIOYCHUS
HECaHKIIMOHUPOBAHHOTO, B TOM 4YHCJIE CIIy4aHOTro, JOCTYyMa K IepCOHAIbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXXEHHUE, W3MEHCHHE,
OJIOKMpOBaHWE, KOMUPOBAHUE, PACIPOCTPaHEHHWE IEPCOHAIBHBIX JTaHHBIX, a TaKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBHU.
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Wudopmanus U CBA3aHHBIE C HEMl pecypechl TOJKHBI OBITH JOCTYIHBI JUIS
ABTOPU30BAHHBIX IOJb30BaTened. JIOJDKHO  OCYIIECTBIATHCSA CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BII/IH.

JIOJDKHO ~ OCYILECTBIIITBCS ~ NPEAOTBPAICHUE  NPEAHAMEPEHHBIX  WIIU
CIIy4ailHbIX, YAaCTUYHBIX WJIM TOJIHBIX HECAHKIMOHHUPOBAHHBIX MOAU(PUKALMN WU
YHUAUYTOKEHUS TaHHBIX.

CocTtaB 00BEKTOB 3allMTHI MpejcTaBieH B [lepeduHe nepcoHaNbHBIX JTAHHBIX,
HOJJIEKAIINX 3aIUTE.

Cocras MCII/IH noayexamux 3amure, npeacrasieH B OTdyere o pe3ynbrarax
IIPOBECHNUS BHYTPEHHEN IIPOBEPKHU.

2. Odnacrtb neiicTBust
TpebGoBanus Hactosimen [lomuTrky pacmpoCTpaHIIOTCS Ha BCEX COTPYAHUKOB
AnMuHHCTpanuu (IITaTHBIX, BPEMEHHBIX, PaOOTAIOMIMX MO KOHTPAKTY M T.I.), a
TaK)Ke BCEX MPOYUX JIULI.

3. CucreMa 321U THI MEPCOHATBHBIX JAHHBIX

Cuctema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpoUTCS Ha OCHOBAHUM:

- Otuera o pe3yibTaTax NPOBEACHUS BHYTPEHHEH MPOBEPKU;

- [lepeunst nepcOHANBHBIX JAHHBIX, MOJIEKAITUX 3AIIUTE;

- AxTa xinaccudukanu HTHGOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JIAHHBIX;

- Monenu yrpo3 6€301acHOCTH EPCOHAIbHbBIX JaHHBIX;

- [lonoxkenuss o pasrpaHM4eHHH TIpaB JOCTyna K oOpabaTbiBaeMbIM
MEPCOHAIBHBIM JaHHBIM;

- PykoBogsamux nokymenToB @CTOK u ®CB Poccun.

Ha ocHOBaHMM 3TUX JOKYMEHTOB OIpEAesieTcd HEOOXOIUMBIA YpOBEHb
sammienHocty [1In xaxnon MCII[In Aamunucrpannu. Ha ocHOBaHum ananmu3za
aKkTyanbHbIX yrpo3 oOesomacHoctu [I/[H ommcanHoro B Monenu yrpo3 u Otuera o
pe3yibpTarax MpOBEAEHUsS BHYTPEHHENM TNIPOBEPKE, JAENIAECTCS 3aKIOYEHHE O
HEOOXOJMMOCTH HCHOJIb30BAHUSI TEXHUYECKUX CPEJCTB M OpraHU3aIlMOHHBIX
MeporpusiTuil 111 obecnieuenus Oe3omacHoctu [IJ[H. BriOpanHble HE0OXOIMMBIE
MepoIpusiTUs oTpaxkatotcs B [lnane meponpustuii no obecrneuenuro 3auuThl [1/1H.

Hns xaxgorn HCII[IH pomxkeH OBITH COCTaBJIE€H CIHCOK HCIIOJIb3YEMbIX
TEXHUYECKUX CPEJACTB  3alllUThl, a TaKke [MPOrpaMMHOTO  OOECIEUEHHS,
yuactByrotiero B oopadorke [1][x, Ha Bcex anementax UCII/IH:

- APM nonw3o0Barerei;

- CepBepa NpUIIOKEHU;

-CYB/;

- I'panuna JIBC,;

- KananoB nepemaun B ceTH OOIIETO MOJIL30BaHUSA U (MJIM) MEXKIyHAPOIHOTO
oOMeHa, eciu no HuM nepeaarorcs [1/1H.

B 3aBucumoctu ot ypoHs 3amuiieHHOCTH MCII[IH u akTyallbHBIX YTrpos3,
C3I1/IH MOKET BKJIIOUYATh CIEIYIOINE TEXHUUECKUE CPECTBA:

- aHTUBUPYCHBIE CPEJICTBA JJI pa0OUYMX CTAHIIMM MMOJIb30BaTEIIEH U CEPBEPOB;

- CPEACTBA MEXCETEBOI0 YKPAHUPOBAHUS;
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- cpeAcTBa  KpunrTorpaduyecKod 3amuThl HWHPOpMAIMH, TIPH Tepenade
3amuIaeMoi HHGOpMaINH 1O KaHajlaM CBSI3H.

Tak e B CHOHUCOK JOJDKHBI OBbITh BKJIIOYEHBI (DYHKIMU  3allUTHI,
oOecrnieurBaeMble IITaTHBIMU cpeacTBamMu o0pabotku I[I/IH omnepanoHHBIMU
cucremamu  (OC), npuknaaaeiM [IO u©  cnenuanbHBIMM — KOMIUIEKCAMH,
peaTu3yIMMU cpeacTBa 3auThl. CIIUCOK (YHKIMHI 3alIUThHl MOXKET BKJIFOYATh:

- YIPaBJICHHUE U Pa3rpaHUYECHUE IOCTYIIA NOJIb30BaTEIEH;

- peTUCTpaIlvIO U yUeT JelCTBUH ¢ nH(popMalmei;

- - o0ecreunBaTh 1EITOCTHOCTD JJAHHBIX;

- - IPOU3BOIUTHh OOHAPYKEHUN BTOP>KEHHUH.

Coucok MCHONb3yEeMbIX TEXHHUYECKUX CpEICTB oOTpaxkaercsa B Ilnane
MEpOTIPUATANA TO0 OOECTIEUYCHHUIO 3allUThl TEPCOHANBHBIX AaHHBIX. CHHUCOK
UCIIOJB3YEMbBIX CPEJCTB JOJKEH MOJAEPKUBATHCS B aKTyalbHOM cOCTOsSHUU. [Ipu
M3MEHEHHHM COCTaBa TEXHUYECKUX CpeNCTB 3ammuThl unu snemeHtoB MCII/IH,
COOTBETCTBYIOIIME M3MEHEHUSI JOJKHBI ObITh BHECEHbl B CIUCOK U YTBEPKICHBI
IJ1aBOM AJIMUHUCTPALIMU WIH JIMIIOM, OTBETCTBEHHBIM 3a o0OecrnieueHue 3amuthbl [1/]H.

4. TpeooBanus k noacucremam C3II1An

C3I1/1x BItOYAET B ceOsl CAEAYIONIUE TTOACUCTEMBI:

- YIpaBJIEHUS JOCTYIIOM, PETUCTPALIMU U YUETA;

- obecrnieueHus IIeJIOCTHOCTH U IOCTYITHOCTH;

- AHTUBUPYCHOM 3aIlIUTHI;

- MEXCETEBOI0 3KPaHUPOBAHUS,

- aHaJIKM3a 3alIHUIIEHHOCTH;

- 0OHapyKeHUSI BTOP>KECHUI;

- KpUNTOrpaUIeCcKOi 3aIIHTHI.

[Toncucremsr C3II[IH MMEOT pa3auyHbIA (PYHKIMOHAI B 3aBUCHUMOCTH OT
kinacca MCIIJIH, omnpeneneHHoro B AKTE KilacCU(pUKALMK HHPOPMALUOHHOM
CUCTEMbl TEPCOHANBHBIX JaHHBIX. CHUCOK COOTBETCTBUSA (YHKIMN MOJCUCTEM
C3II/Jx knaccy 3alMIIEHHOCTH PEACTaBieH B [Ipunoxxennu.

4.1. Iloocucmemul ynpagieHus 00CmMynom, pe2ucmpayuu u yyema

IToncucrema yrpaBieHUs JAOCTYIOM, PETMCTpPAllMM U y4yeTa IpeaHa3HayeHa
JUTS peau3aliy CIeAyomux QyHKINMI:

- UJIeHTU(UKAIUY U TIPOBEPKA MOMIMHHOCTU CYOBEKTOB JOCTYIAa MPH BXOJE B
NCIIdH;

- UIeHTU(UKAIIUY TEPMUHAJIOB, Y3JIOB CETH, KAHAJIOB CBS3HM, BHEIIHUX
YCTPOICTB MO JIOTUYECKUM UMEHAM;

- UIeHTU(HUKAIIMU TPOTpaMM, TOMOB, KaTajoroB, (ailyioB, 3amuceid, ToJein
3aIrceu 1Mo UMeHaMm;

- peructpauuu Bxoja (BbIX0/a) CyObEKTOB JOCTyNa B CUCTEMY (M3 CHUCTEMBbI),
b0 perucTpainus 3arpy3kd W HWHULUAIUA3AIUAUA OMNEPAIIMOHHON CHUCTEMBI U €€
OCTaHOBA.

- peTUCTpallMM  TOMBITOK JOCTyNa MPOTPaMMHBIX CPEACTB (Iporpamm,
IPOIIECCOB, 3a/1a4, 3aJlaHU) K 3aluiaeMbiM (aiinam;

- pETUCTpalUM TMOIBITOK JOCTyIla MPOrPpaMMHBIX CpPEICTB K TEpMHHAIaM,
KaHajiaM CBSI3H, IpOTpaMMaM, TOMaM, Karajoram, (aiisam, 3arucsm, MoJisiM 3arucei.

[Toncucrema yrpaBiaeHUS] JOCTYIIOM MOXKET OBITh peajn30BaHa C MOMOIIBIO
MITaTHBIX cpencTB oOpaboTku [1/IH (oneparmonHbix cucteM, npuioxeHuit u CYBJI).

11


file:///C:/Users/%D0%95%D0%BB%D0%B5%D0%BD%D0%B0/%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5%209%20%D0%90%D0%BA%D1%82%20%D0%BA%D0%BB%D0%B0%D1%81%D1%81%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B%20%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D1%85%20%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85.doc
file:///C:/Users/%D0%95%D0%BB%D0%B5%D0%BD%D0%B0/%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5%209%20%D0%90%D0%BA%D1%82%20%D0%BA%D0%BB%D0%B0%D1%81%D1%81%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B%20%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D1%85%20%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85.doc
file:///C:/Users/%D0%95%D0%BB%D0%B5%D0%BD%D0%B0/%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5%2012%20%D0%9F%D0%BB%D0%B0%D0%BD%20%D0%BC%D0%B5%D1%80%D0%BE%D0%BF%D1%80%D0%B8%D1%8F%D1%82%D0%B8%D0%B9%20%D0%BF%D0%BE%20%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D1%8E%20%D0%B7%D0%B0%D1%89%D0%B8%D1%82%D1%8B%20%D0%9F%D0%94%D0%BD.doc
file:///C:/Users/%D0%95%D0%BB%D0%B5%D0%BD%D0%B0/%D0%9F%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5%2012%20%D0%9F%D0%BB%D0%B0%D0%BD%20%D0%BC%D0%B5%D1%80%D0%BE%D0%BF%D1%80%D0%B8%D1%8F%D1%82%D0%B8%D0%B9%20%D0%BF%D0%BE%20%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D1%8E%20%D0%B7%D0%B0%D1%89%D0%B8%D1%82%D1%8B%20%D0%9F%D0%94%D0%BD.doc

Tak ’xe MOXeT OBITh BHEIAPEHO CHEIUATBbHOE TEXHUYECKOE CPEACTBO WM HX
KOMIUIEKC OCYIIECTBISIONINE JOMOTHUTEIbHBIE MEPhl MO ayTeHTU(UKAINN U
KOHTpoJIt0. Hampumep, mNpUMEHEHUE €IWHBIX XPaHWIMUI] YYETHBIX 3amuceut
MOJIb30BaTEJIEH U PETUCTPALIMOHHON MH(OpMAILIUK, UCTIOIH30BAHUE OMOMETPUYECKHUX
U TEXHUYECKUX (C TOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(UKAIUU U
TPYTHUX.

4.2. Iloocucmema obecneuenusn yeja10CMHOCMU U 0OCHYRHOCHU

[Toncucrema obecrieyeHust 1EIOCTHOCTA M JIOCTYIHOCTH TpelHa3HaueHa s
oOecrieyeHusi 1ENOCTHOCTU W jaocTynHocTH [IJ[H, mporpaMMHBIX W ammapaTHBIX
cpenctB UCIT[IH AnMHUHUCTpanus, a TaK K€ CPEICTB 3aIIUTHI, IPU CIYyYalHOW WU
HaMEepEeHHOW MOAN(UKAIIIH.

[Toacucrema peanuszyercsi ¢ TOMOIIbIO OPTaHU3AIMHN PE3EPBHOTO KOMUPOBAHUS
oOpabaTbIBaeMbIX JaHHBIX, a TakK JX€ PE3ECPBUPOBAHHEM KIIOUYEBBIX JJIEMEHTOB
NCIIn.

4.3 Iloocucmema anmusupycHoil 3auiumaol

[TogcucremMa aHTUBHPYCHOM 3aluThl MpeAHA3HaueHa sl O0OecredyeHus
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nons3oBareneit UCII/In A tMuUHUCTpanuu.

CpeactBa aHTUBHPYCHOW  3alllUThl  MpeIHAa3HAY€Hbl JUIsl  peanu3aluu
CIEAYIOMIMNX (PYHKITHN:

- P€3UEHTHBINA aHTUBUPYCHBI MOHUTOPUHT;

- AHTUBUPYCHOE CKAHUPOBAHUE;

- CKpUIT-0JIOKUPOBAHUE;

- ICHTPAJTN30BaHHYI0/yIaJICHHYI0 YCTAaHOBKY/JACHHCTAIUIAIUIO aHTUBUPYCHOTO
MPOJIyKTa, HACTPOMKY, aAMUHUCTPUPOBAHKE, MMPOCMOTP OTYETOB U CTATUCTUYECKOU
uH(popMaIru mo paboTe NPOAYKTa;

- aBTOMAaTU3UPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OFpaHUYEHUE TMpaB MOJb30BaTENII HAa OCTAHOBKY HCIIOJHSEMBIX 3aaad M
M3MEHEHUSI HACTPOEK aHTUBUPYCHOTO MPOrPAMMHOI0 00€CIICUCHUS;

- aBTOMAaTUYECKUH 3aITyCK cpa3y Mocie 3arpy3Ku ONepalluoOHHON CUCTEMBI.

[loncucrema peanusyercs MyTeM BHEIPEHHUS CHEIUATbHOTO AHTUBHPYCHOTO
nmporpaMMHoOro odecreueHnus Ha Bce anemeHnTs UCITH.

4.4. Iloocucmema mesrccemesozo IKPAHUPOBAHUA

[TogcucrteMa MeEKCETEBOTO SKpAaHUPOBAHUSI NMpEAHA3HAYEHA ISl pealiv3aluu
CICAYIOIMX (PYHKITHMN:

- unbTpanuu OTKPBHITOrO M 3amwudppoBaHHOro (3akpeitoro) IP-tpadguka mo
CJIEAYIOIIUM NTapaMeTpam;

- (pukcanuu BO BHYTPEHHHX KypHajgaxX HHPOPMAITUU O MPOXOASIIEM OTKPHITOM
u 3akpbIToM [P-Tpaduke;

- UICHTU(UKAMY U ayTeHTU(DUKALIUIO aIMUHUCTPATOPA MEXKCETEBOr0 dKpaHa
MIPU €ro JOKAJIbHBIX 3aMpocax Ha JOCTYII,

- peructpauuu Bxoja (BbIXOAA) aJMUHUCTpPATOpa MEXKCETEBOIO0 JKpaHa B
cucreMy (M3 CHCTEeMbl) JMOO 3arpy3ku ¢ WHUIUAIU3AIUU CHUCTEMBI U €€
IPOrpaMMHOTO OCTAHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH MPOrpaMMHOM U MH(POPMAITMOHHON YacTH;

- (usbTpaIuy MakeToB CIIy>KEOHBIX TPOTOKOJIOB, CIY>KAIIUX JJIST TUATHOCTHKHU
U ynpaBlieHus paboTOM CETEBBIX YCTPOMCTB;
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- unbTpau ¢ y4yeToM BXOJHOTO M BBIXOJIHOTO CETEBOro HMHTep(eiica kak
CPENCTBO MPOBEPKHU MOJIJIMHHOCTH CETEBBIX a/IPECOB;

- pEeTUCTpallUM U YUYeTa 3alpaliuBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS,

- OJIOKMpOBaHUS JOCTyNa HEUJCHTU(PUIMPOBAHHOTO OOBEKTa WM CYOBEKTa,
MOMJIMHHOCTh KOTOPOTO TMpH ayTeHTU(UKAIUU HE TMOATBEPAWSIaCh, METOJIaMH,
YCTOMYMBBIMU K IEPEXBaTy;

- KOHTPOJISI 32 CETEBOM aKTUBHOCTBIO NMPUJIOKEHUN M OOHAPY>KEHUSI CETEBBIX
arak.

[Toncucrema peanusyeTcsi BHEAPEHUEM TPOrPAMMHO-AIAPATHBIX KOMILIEKCOB
MEKCETEeBOro 3kpaHupoBanus Ha rpanuue JICB, kiiaccom He HUXE 4.

4.5. Iloocucmema ananusza 3auiuugeHHOCMU
[logcucrema aHanmu3a 3allMIIEHHOCTH, JOJDKHA OOECIEYMBATH BBISBICHUS
ySI3BUMOCTEH, CBsi3aHHBIX C omubOkamu B KoHpurypauun [1O UCIIIH, xoTOpbIe
MOTYT OBbITh UCIIOJIb30BAHbI HAPYIIUTEIEM JJI pEaTU3aluy aTakKh Ha CUCTEMY.
OYHKIMOHAI MOACHUCTEMBbl MOXET OBbITh PEaTM30BaH IMPOTPAMMHBIMU U
MIPOTrPaMMHO-AIIMAPATHBIMU CPEJCTBAMH.

4.6. Iloocucmema ooHapysHceHUss 6MOPIHCEHUTL

[Toncucrema oOHapy>KeHUs BTOPXKEHUH, NOJKHA OOECIeYMBaTh BBISABICHUE
ceTeBbIx arak Ha 3nemMeHThl MCII/IH nmonkitoueHHbIe K CeTsIM 00I1Iero MOJIb30BaHUs U
(W11K) MEXTYHaApOTHOTO OOMEHA.

OYHKIIMOHANT TOACUCTEMBl MOXKET OBITh pPEaTu30BaH MPOTPAMMHBIMU U
MIPOTPaMMHO-AIIAPATHEIMHU CPEJICTBAMH.

4.7. Iloocucmema Kpunmozpaguueckoit 3auyumaol

[loncucrema kpuntorpauueckor 3alMThl MPEAHA3HAYECHA NI WCKIIFOYEHUS
HCJ x 3ammumaemoii napopmanuu B UCIT[[H AaMuHuCTpanus, npyu ee nepeadyu mno
KaHaJiaM CBSI3U CETeH OOIIEero MoJib30BaHUsI U (WJIM) MEKIyHAPOHOTO OOMEHa.

[loncucrema peanusyeTcss BHEAPEHUS KPUOTOIpapUUECKUX MPOrpaMMHO-
anmnapaTHbIX KOMILIEKCOB.
5. IHoan3oBareaun UCII/In

B Konnenmuu wuHbopMaMoHHOW 0€30MaCHOCTH OMpPEJETICHbl OCHOBHBIC
KaTeropuy ToJib3oBaTeniei. Ha OCHOBaHMM ATHUX KAaTeropuu JOJKHA OBITh
npou3BeAeHa Tunuzanus nonub3oBareneid UCII/IH, onpeneneH ux ypoBeHb AOCTyIA U
BO3MOYKHOCTH.

B MUCIIJn AjaMuHUCTpanus MOXHO BBIACIUTH CIEAYIOIIUE TPYIIIbI
MOJIb30BAaTENEH, yUaCTBYIOMINX B 00padoTke u xpanenuu [1/1H:

- Anpmunuctparopa UCII/1H;

- Aamunuctparopa 6€301acCHOCTH;

- Oneparopa APM;

- Texunueckoro  cmemuagucTa 1O  OOCIY)XKHMBaHUIO  TepudepuitHoro
000opy10BaHUSI.

JlanHple O  Trpynmax  [OJIb30BareisixX, YpOBHE HMX  JOCTyna H
MH(GOPMHUPOBAHHOCTHU JOJKEH ObITh oTpaxeH B [lonoxeHue o pasrpaHUYeHUH MPaB
J0cTyna K 00pabaThiBaeMbIM MEPCOHATBHBIM JJTAHHBIM.
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5.1. Aomunucmpamop HCII/[n

Anmvunuctpatop UCIIAH, coTpynHUK AJIMUHHCTpAlUd, OTBETCTBEHHBIM 3a
HACTPOWKY, BHEAPEHUE u conpoBoxaeane  UCIIIH. ObecrnieunBaet
(GbyHKUHOHUpPOBaHUE MoacucTeMbl ynpasienus noctynoM MCIIJIH u ynoaHomoueH
OCYUIECTBJIAThH MPEAOCTABIECHUE U PA3rPAHUUEHUE IOCTYNAa KOHEYHOIO MOJIb30BaTENS
(Onepatopa APM) k siieMeHTaM XpaHsIIUM IIepCOHATbHBIC TaHHBIE.

Anmvunuctpatop UCIIIH obiaaer cieayomuM YPOBHEM JIOCTyTa U 3HAHUU:

- o0yajiaeT noyHoM H(opMalend 0 CUCTEMHOM U MIPUKIAAHOM MPOTPAMMHOM
obecnieuernnu UCII/IH;

- o0siajiaet moJiHOM MH(pOpMaIEel 0 TEXHUYECKUX CPEJICTBAX U KOH(UTYypalluu
NCIIdx;

- UIMEET JIOCTYIl KO BCEM TEXHUYECKHUM CpeJcTBaM o0paboTKu MH(PpOpMALUU U
naaaeiM UCII/IH;

- obnmamaeT mpaBaMu KOH(UTYpUPOBaHUS M aJIMHUHUCTPATUBHON HACTPONKHU
texHnueckux cpencts UCII/H.

- obnagaet nosiHou undopmarueint 06 UCII/IH;

- UIMEET JOCTYIl K CPEJICTBAM 3alllUThl HHPOPMALIMK U TPOTOKOJIUPOBAHUSA U K
yacTu KItoueBbix aneMeHnToB UCIT/IH;

Anmvunuctparop UCII/IH ynnonHOMOYEH:

- peanu30BbIBaTh TMOJUTUKU Oe3omacHOCTH B yacTtu HacTpoiriku CK3U,
MEKCETEBBIX IKPAHOB U CHUCTEM OOHAPY>KEHUSI aTaK, B COOTBETCTBHM C KOTOPHIMU
nosb3oBarenb (Omneparop APM) mosydaer BO3MOXKHOCTH padOTaTh C 3J€eMEHTaMU
NCIIdx;

- OCYILECTBIIATH ayAUT CPEICTB 3aLLUTHI;

- YCTAHABIMBATh JIOBEPUTENIbHBIE OTHOIICHHMSI CBOEH 3aIMIIEHHON CEeTH C
CETSIMU IPYTUX Y UPEKICHUN.

5.2. Aomunucmpamop de3onacnocmu

AnMuHHCTpaTOp 0€30MACHOCTH, COTPYAHUK AJIMUHUCTPALIMH, OTBETCTBEHHBIM
3a ¢ynkunonupoBanre C3IIJ[H, Bkmo4yas oOOCHy>KMBaHME M HACTPOUKY
aIMUHHUCTPATUBHOM, CEPBEPHOMN U KJIIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 0e3omacHOCTH 00JafaeT CIEAYIOIIMM YPOBHEM JIOCTYyNa U
3HAHUM:

- obnanaer nmpaBamu Aamunuctparopa UCII/IH;

- obmanmaer nonHo# uHpopmarueit 06 UCII/IH;

- IMEET JIOCTYI K CPEACTBAM 3alUThl HHPOPMAIUU U IPOTOKOIUPOBAHUS U K
yacTu KiaodeBbix anemeHnToB UCIT/IH;

- HE UMEET MpaB AOCTyMa K KOH(QUTYPUPOBAHUIO TEXHUUYECKUX CPEACTB CETHU 32
UCKJIFOYEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AJMUHHCTpATOp O€30IaCHOCTH YIIOJIHOMOYEH:

- peanu30BbIBaTh TMOJUTUKH Oe3omacHOCTM B yactu HacTtpoiiku CK3U,
MEXCETEBbIX SKPAHOB M CUCTEM OOHApY>KEHMsI aTaK, B COOTBETCTBHM C KOTOPBIMU
nosib3oBarenb (Oneparop APM) moisiydaer BO3MOKHOCTh paboTaTh C 3leMEHTaMu
NCII/IH;

- OCYUIECTBIIATH AyJIUT CPEACTB 3aIIUTHI;

- YCTaHaBJIMBATh JIOBEPUTEIIbHBIC OTHOLICHHUS CBOEH 3allMIIECHHOW CETH C
CETAMU IPYTUX YUPEKIACHUN.
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5.3. Onepamop APM

Omneparop APM, coTpyaHuk AJIMHHHUCTpPALUH, OCYIIECTBIAIOMMI 00paboTKy
I[IJa. OO6pabotka I[1/IH BkiItOYaeT: BO3MOXKHOCTh mpocMotpa IIJ[H, pyuHO#l BBOA
[T B cucremy UCII[AH, dpopMHupoBaHUE CIPAaBOK MU OTYETOB MO HH(POPMALINH,
nonyyeHHon w3 MCIIJ. Oneparop He wHMEET MNOJHOMOYMM JJIsi yIpPaBICHUS
nojcucteMamu o0padoTku JaHHbx U C3I1/]H.

Omneparop UCII/IH ob6nagaeT ciaeayronmuM ypoBHEM JOCTYIIA U 3HAHU:

- o0agaeT BCEeMHM HEOOXOIWMBIMHM aTpuOyTamMu (HampuMmep, MapojeM),
00eCIeynBaIIMMH JIOCTYT K HEKOTOpomy noamMHoxkecTBy [1/1H;

- pacroyiaraeT KOH(GUIESHIIMAIbHBIMH IAaHHBIMU, K KOTOPBHIM UMEET JOCTYII.

6. TpedoBanus Kk mepconany npu padore ¢ I1/1n.

Bce corpynnukun AnMuHucTpanuu, sBisitomuecs noib3oBarensimu MCIIH,
JOJIKHBI YETKO 3HATh U CTPOTO BBINOJIHATh YCTaHOBJIEHHBIE NTpaBuia U 00S3aHHOCTU
MO0 JOCTYNy K 3allUIlaeMbiM OOBEKTaM U COOJIOJEHUIO MPHUHATOrO pexuMa
6e3onacuoctu [1JIH.

[Ipn BcTyIUIeHMM B JOJKHOCTH HOBOTO COTPYJAHHMKA HEMOCPEICTBEHHBIN
HaYaJIbHUK TIOJIpa3JieieHusi, B KOTOPOE OH IOCTyMHaeT, 00s3aH OpPraHu30BaTh €ro
O3HAKOMJICHUE C JIOJDKHOCTHOM HWHCTPYKIMEH M HEOOXOJIMMBIMU JIOKYMEHTaMHU,
periaMeHTupyromumMu TpedoBanus mno 3ammre [1/[H, a Takke oOydyeHHe HaBbIKaM
BBIMIOJIHEHUSI TPOLEAYpP, HEOOXOAUMBIX JJIsi CaHKIIMOHUPOBAHHOTO HCIOJIb30BaHUS
NCITH.

CoTpyAHUK J0JKEH OBITH 03HAKOMIICH CO CBeACHUSIMH HacTosen [lomutuku,
NPUHATHIX pouexyp padotsl ¢ anementamu UCITAH u C3I1/]H.

CoTpyaHukn AJIMUHHUCTpPAlUHU, HCIOJB3YIOIIME TEXHUYECKHE CpEACTBa
ayTeHTU(PUKALWUH, JODKHBI  OOECleuyuMBaTh  COXPAHHOCTh  WJEHTU(UKATOPOB
(anekTpoHHBIX Kitouel) u He nomyckarh HCJI Kk HUM, a Takke BO3MOXXHOCTh HX
yTEpU WJIM UCHOJIb30BAHMS TPEThbUMHU JullamMu. [loap30BaTenu HECYT MEPCOHAIBHYIO
OTBETCTBEHHOCTbh 33 COXPAaHHOCTh MJIEHTU(PHUKATOPOB.

CorpynHukn  AJIMUHUCTpaUMyd  JOJDKHBI  CJIENOBaTh  YCTAHOBJIEHHBIM
npoueaypaM  mojjep:kaHus pexuma OezomacHoctd [/l mpu  BbiOope U
UCIIOJIb30BAaHUM Tapojiell (eciii  HE HCHOJIb3YIOTCS TEXHUYECKHE CpEeICTBa
ayTeHTU(PUKALINHN).

CoTpynHUKH AJAMHHHUCTpAIMM JOJDKHBI 00€CHEeUrnBAaTh HAJICKALIYIO 3aLIUTY
o0opynoBaHus, OCTaBIsieMoro 0e3 MpUCMOTpa, OCOOEHHO B TEX ClyyasX, KOrja B
MOMEIIEHHE UMEIOT JOCTYI MOCTOPOHHUE JIMLA. Bece moap30BaTenu JOKHBI 3HATh
TpeboBanuss mo Oe3zomacHoctd IIJlH u mpoueaypsl 3amUTBl  000PYIOBaHUA,
OCTaBJICHHOT'0 0€3 MPUCMOTpPA, a TaKXKE CBOM OOS3aHHOCTH MO OOECIEYEHUIO TaKOU
3aILUTHI.

CoTpynHukaMm 3ampeniaeTcsi yCTaHABIMBATh IIOCTOPOHHEE MPOrPaMMHOE
oOecrieyeHue, MOAKIOYATh JIMYHbIE MOOWJIBHBIE YCTPOMCTBA U  HOCHUTEIHU
nH(OpMaIINH, a TaK K€ 3aMKUChIBATh HA HUX 3alllUIIaeMy10 HHPOPMAIIHIO.

CoTpynHukaMm 3ampemaercss pasriamarh 3alldilaeMylo  HH(OpMaIuio,
KOTOpas cTaja WM H3BECTHa IMpu padoTe ¢ HMHPOPMAIUOHHBIMU CHCTEMaMHu
AJIMUHUCTpAIUU, TPETHUM JIULIAM.
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IIpu padore c IIJu B HCII[AH coTpynHMKH AJAMUHUCTpPAUUU OOS3aHbI
o0ecneunTh OTCYTCTBHE BO3MOXKHOCTU mpocmorpa I[IJlH TpeTbuMu numamm c
MOHUTOPOB APM nin TepMHHAIIOB.

IIpu 3aBepmienun padotel ¢ MCII[H coTpyanuku o0s3anHbl 3amututh APM
WIM TEPMUHAJIBI C MOMOIIBIO OJOKMPOBKU KJIKOYOM WJIM SKBUBAJEHTHOIO CpPEICTBA
KOHTPOJIs, HAIIPUMEP, TOCTYIOM I10 MapoJIt0, €CIIM HE UCIOIb3YIOTCS 00JIee CUIbHbIE
CpEJICTBA 3allUTHI.

CoTpynHUKM AJMHHHMCTpPAlMM JOJDKHBI OBITh IPOMH(POPMHUPOBAaHBI 00
yrpo3ax HapyuieHus pexuma OezonmacHocTd IIJIH M OTBETCTBEHHOCTH 3a €ro
HapyumieHne. OHM JOJKHBI OBITh O3HAKOMJIEHBI C YTBEP)KICHHOW (opManbHON
IIPOLIETyPON HAJIOKEHHs TUCLHMIUIMHAPHBIX B3BICKAHUN HAa COTPYIHUKOB, KOTOPBIE
HapYILIWIU IPUHATHIEC MOJIUTUKY U npoueaypsl 0ezonacHoctu I1/1H.

Cotpynauku 00s13aHBI 0€3 MPOMEIJICHUSI COO0MmAaTh 000 BCEX HAOIIOIAEMBIX
WJIH TTOA03pUTENbHBIX ciydasx padotsl MCII/IH, Morymux nosieds 3a co00ii yrpo3sl
o0esonacHoctu IIJ[H, a Takke O BBISBIIEHHBIX MMHU COOBITHSX, 3aTParvuBaOLINX
oesonacHocth [1/[H, pyKOBOACTBY mOApa3ieNeHUs W JIMIy, OTBEYAIOLIEMYy 3a
HEMEJICHHOE pearupoBaHue Ha yrpo3sl 0e3onacHocTu [1/]H.

7.J1onxHOCTHBIE 00s13aHHOCTH Mosib3oBaTeseit UCILIn
JlomkHOCTHBIE 00s13aHHOCTH Tosib3oBarteneid MCII/IH onucaHbl B ClIeIyOMMUX
JOKYMEHTaXx:
- Uuctpykuus anmunuctparopa UCIT/IH;
- UucTpykuus oneparopa APM;
- UncTpyKIus agMuHUCTpaTOpa 0€30MacHOCTH;
- UHcTpyKuuys nosib30BaTens MNP BOSHUKHOBEHUM BHEIITATHBIX CUTYAIUH.

8. OrBercTBeHHOCTH coTpyAHMKOB UCII/IH AxMuHUCTpauuu

B cootBerctBun co cr. 24 ®@enepanbHoro 3akoHa Poccuiickoin depepanun ot
27 nronsa 2006 r. Ne 152-@3 «O mnepcoHanbHBIX NAHHBIX» JIMIA, BUHOBHBIE B
HapylleHuu TpeOoBaHU naHHOro deaepaqbHOr0 3aKOHA, HECYT TIPaKIaHCKYIO,
YTOJIOBHYIO, AaJIMUHUCTPATUBHYIO, NUCUUILUIMHAPHYIO U HHYIO TPEIyCMOTPEHHYIO
3aKOHO1aTesIbCTBOM Poccuiickoil denepann OTBETCTBEHHOCTb.

JleiicTByto11Iee 3aKOHOATENHCTBO PD 1M03BOJISET MPEABIBISATh TPEOOBAHUS 11O
oOecrieueHuto  Oe3omacHOM  paboThHl ¢ 3amum@aeMoll  uHbopmarmedn u
MpEyCMaTPUBAET OTBETCTBEHHOCTh 34 HApPyUIEHHWE YCTAHOBJICHHBIX IPABUII
skcrtyataru OBM u cuctem, HempaBOMEpHBINA JAOCTYyN K WH(MOpPMAIUHU, €CIU ITH
JICHUCTBUS TIPUBEIN K YHHUUYTOXXCHHIO, OJIOKUPOBAHUIO, MOAM(UKAIMKA WHPOpMaIUu
Wi HapyleHuto padotel OBM wnnu cereil (crateu 272,273 u 274 YK PO).

Anvmunuctpatop MCII[lH u  agMuHuCTpatop  0€30MacHOCTH  HECYT
OTBETCTBEHHOCTbH 32 BCE JCHCTBUSA, COBEPIICHHBIE OT UMEHHU MX YYETHBIX 3aIUACEl
WM CUCTEMHBIX YYETHBIX 3allMCEl, €CIM He J0Ka3aH (akT HeCaHKIIMOHHMPOBAHHOIO
WCIIOJIb30BaHUs YUETHBIX 3AIIUCEH.

[Ipu HapyumeHusAX coTpyaHuKamMu AaMUHHCTpanus — nojp3oateneid UCIIIx
OpaBWi, CBA3aHHBIX C Oe3zonacHocThio [I/IH, OHM HeCyT OTBETCTBEHHOCTb,
YCTAaHOBJICHHYIO JIEMCTBYIOIIMM 3aKOHOAATENLCTBOM Poccuiickont denepanumu.

[IpuBeneHubie BbIIIE TPEOOBAHMS HOPMATHUBHBIX JOKYMEHTOB IO 3alllUTe
uHopMaIuu JOKHBI OBITh OTpakeHbl B [lOJOXKEHHAX O MOapa3ACICHUSIX
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AnMunucTpanuu, ocymectBistomux 0opadorky I1[ln B MCII/IH U mOKHOCTHBIX
UHCTPYKIUSAX COTPYAHUKOB AJMUHUCTPALIUH.

Heobxoaumo BHectu B llonmokenuss o monpasfaeneHusx AJAMUHUCTPALIMH,
ocymectpisitomux oopadorky I/l B UCII[IH cBenaenus o0 OTBETCTBEHHOCTH HX
PYKOBOJUTENEH M COTPYAHUKOB 3a pasrjallleHue W HEeCaHKIMOHUPOBAHHYIO
Moaubpukanuo (uckaxenue, panbcudpuxanuro) [1JIH, a Takke 3a HEMpaBOMEPHOE
BMEIIIATEJILCTBO B MIPOIIECCHI MX aBTOMATU3UPOBAHHOM 00pabOTKHU.

9. CIuCOK MCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTUBHO-IIPABOBBIMH UM METOJMYECKMMH JIOKYMEHTaMH, Ha
KOTOpBIX 0a3upyertcs Hacrosiee [lonoxxenue sSBisitoTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaNbHBIX
naHHbIX» (nanee — @3 «O nepcoHaNbHBIX JAHHBIX)»), YCTAHABIUBAIOIINA OCHOBHBIC
NpUHIUIOBL U ycaoBusi oOpabotku I1/[H, mpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh
YYaCTHUKOB OTHOILIEHHM, CBS3aHHBIX ¢ 00paboTkoit [1/1H.

2 «Ilonoxenue 06 obecrieyeHUU 0OE30MACHOCTH NEPCOHAJIBHBIX JTAHHBIX MpU
ux o0paboTke B HMHQPOPMAIMOHHBIX CHUCTEMAax MEPCOHANBHBIX JIAHHBIX,
yrBepxkaeHHoe [loctanosnennem IIpaBurenscta PO ot 17.11.2007 r. Ne 781.

3 «Ilopsimox  mpoBeaeHuss  KiaaccUpUKAMK  HUHPOPMALMOHHBIX  CHUCTEM
MEPCOHANIBHBIX JAHHBIX», YTBEPkKAEHHBIM cOBMECTHBIM [Ipukazom ®CTIK Poccum
Ne 55, ®CB Poccun Ne 86 u Munundopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «[lonoxenne 006 0COOEHHOCTSIX OOpabOTKM TEPCOHATBHBIX JIAHHBIX,
OCYyIIECTBIsIEMO ©€3 HCHOJIb30BaHUsl CPEACTB aBTOMATHU3AlMM», YTBEPKICHHOE
[Tocranosnennem IlpaBurenscta PO ot 15.09.2008 r. Ne 687.

5 «TpeGoBanusi K MaTepHaIbHBIM HOCUTENSIM OMOMETPHUECKUX TePCOHATBHBIX
JAHHBIX M TEXHOJOTHSM XPaHEHHUS TaKUX IAHHBIX BHE MH(POPMAIIMOHHBIX CHCTEM
IIEPCOHAIBHBIX TAaHHBIX», yTBepKAeHHbIE [locTanoBneHnem IIpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOIMUECKHE  JOKYMEHThl  DefepanbHON  CIy)KObl 1O
TEXHUYECKOMY M 3KCIepTHOMY KOHTpoJto Poccuiickoit denepanuu (nanee - PCTIK
Poccun) no obecneuenuto 6e3omnacuoctu 11 npu ux odpadorke B UCIIT/IH:

7 Pexomenaanuu no odecreyeHnto 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPHU
ux oOpaboTke B MH(OPMAIIMOHHBIX CHUCTEMax MEpPCOHAJBHBIX JIaHHBIX, YTB. 3aM.
mupextopa PCTIK Poccun 15.02.08 r. (ICII)

8 OCHOBHbBIE MEpPONPUATHS 0 OPraHMU3ALMU U TEXHHUUECKOMY OOeCIeueHUIO
0€30MacHOCTH TMEPCOHANbHBIX JaHHBIX, 00pabaThiBaeMbIX B HH(POPMAIIMOHHBIX
CUCTEMaX MEPCOHAIBHBIX JIaHHBIX, YTB. 3aM. aupekropa @CTIK Poccum 15.02.08 r.
(ACI)

9 bazoBass Mozenb yrpo3 0€30MaCHOCTH NEPCOHAIBHBIX AAHHBIX OPH HX
00paboTke B HMH(POPMALMOHHBIX CHCTEMaxX MEPCOHAIbHBIX JaHHBIX, YTB. 3aMm.
mupektopa PCTIK Poccun 15.02.08 r. (CII)

10 MeTtonuka omnpeneiaeHusl akTyalbHbIX YIrpo3 0€30MacHOCTH MEePCOHATbHBIX
JaHHBIX TIPU UX 00pabOTKe B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAaHHBIX,
yTB. 3am. aupekropa DCTIK Poccum 15.02.08 r. (ACII)
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61

IIpuioxenne 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpuaTuil mo obecneyennu 6ezonacaoctu UCII K3 K2 K1
I B noacucreme ynpaiieHUs TOCTYIIOM:
PeanuzoBath naeHTH(HUKAIINIO U TTPOBEPKY MOJTMHHOCTH CyOBEKTOB
1 JOCTyTIa MpU BXo€ B onepanroHnyto cucremy MCII/x nmo mapomto n n L
YCJIIOBHO-IIOCTOSIHHOTO JIEHUCTBUSA, JUIMHOW HE MEHee 1IeCTH OyKBEHHO-
1IU(PPOBBIX CHMBOJIOB;
PeanuzoBath uieHTHHUKAIIMIO TEPMUHATIOB, TEXHUYECKUX CPEJICTB
) ob6padotku [1]1H, y3noB MCII/IH, KOMIIBIOTEPOB, KaHAJIOB CBSI3H, i n n
BHemHKUX ycTpoiicTB MCII/IH 1o ux JIoruueckuM uMeHaM (ajgpecam,
HOMEpaM);
3 PeaJII/IS?BaTB I/IE[GHTI/ICI)I/IE(aHI/I}O porpamMm, TOMOB, KaTajaoros, (hausos, i n N
3anucen, NoJIEN 3aMCce 0 UMEHaM,;
4 PeanuzoBath KOHTPOJIb JOCTYMA CYOBEKTOB K 3aIUIIAEMbIM pecypcam B i n L
COOTBETCTBHUM C MATPUIIEN JTIOCTYIIA;
npu Hanmauu noakarouenus UCIIJIH k ceTssm o01iero mojib30BaHUs He nuxe 5-ro | He nuxe 4-ro | He Huxe 3-ro
5 JOJKHO IPUMEHSTHCSI MEKCETEBOE IKPAHUPOBAHMUE. YPOBHs YPOBHS YPOBHS
3AIIMIIEHHOCTH | 3aIIMIIEHHOCTH | 3alIMIIECHHOCTH
s obecrieueHnst 6€30I1acHOT0 MEKCETEBOI0 B3aMMOICHCTBUS B He nuxe 5-ro | He nmxke 4-ro | He Huxke 3-ro
6 NCITIH 115 pa3HbIX KJIACCOB HEOOXOIUMO HMCHOJb30BaTh MO YPOBHSA YPOBHS YPOBHS
3AIIMIIEHHOCTH | 3aIIMIIEHHOCTH | 3alIMIIEHHOCTH
1 CpencTBo 3aluThl OT TPOTPAMMHO MaTEMATUYECKUX BO3ACHCTBUI
(ITMB):
1 PeanuzoBath uaeHTH(UKAINIO U ayTEHTU(DUKAINIO CyOBEKTOB TOCTYIIA + + +
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IIPU BXOJI€ B CPEJICTBO 3aLIUTHI OT MPOIPAMMHO MAaTEMATHUYECKUX
BozneiicTBuid (IIMB) u nepes BbIOJIHEHMEM UMM JIFOOBIX OTIEpaIuii 1o
ypaBieHuio GyHKIUSIME cpeacTBa 3amuThl oT [IMB mo napomo (wm ¢
MCITOJIb30BAaHUEM WHOTO MEXaHU3Ma ayTeHTU(UKAIINH) YCIOBHO-
MOCTOSTHHOTO JIESHCTBUS JITTMHOW HE MEHEee MIECTH OYKBEHHO-IIU(PPOBBIX
CHUMBOJIOB;

Ocy1ecTBIATh KOHTPOJIb JIOOBIX JEHCTBUN CyOBEKTOB JIOCTYMA 110
yopaBieHuio GQyHKIUSIMU cpeacTBa 3amuThl oT [IMB Tonsko nocne
MIPOBEJICHUSI €0 YCIEITHON ayTeHTU(UKAIUY;

[IpenycMoTpeTh MeEXaHU3MBbI OJIOKUPOBAHUS JOCTYyTMA K CPEICTBAM
3amuThl OT [IMB npu BeIOJTHEHUH YCTAaHABIMBAEMOIO YUCIa
HEYJIAYHbIX MOMNBITOK BBOJIA NAPOJIS;

HeoOxoaumo mpoBOAUTh UASHTHPHUKAIUIO (HaiiIoB, KaTaaoros,
MPOrPaMMHBIX MOJTyJIeH, BHEIIIHUX YCTPONCTB, HCIIOIb3yEMbIX CPE/ICTB
3ammThl 0T IIMB;

111

B nojcucreme peructpaiu 1 y4yerTa:

Ocy1ecTBIATh PETUCTPALIMIO BXO/a (BBIX0/1a) CyOBEKTa IOCTyMa B
cuUcTemMy (M3 CUCTEMBI), JINOO PETUCTPAIIMIO 3arPY3KH U MHUITMATU3AIUN
ONEPAIMOHHON CUCTEMBI U €€ TPOrPaMMHOr0 OcTaHOBa. Perucrpanus
BBIX0J1a U3 CUCTEMbI UJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI
annaparypHoro otkirouenust ICII/Ix. B napameTpax perucrpanuu
YKa3bIBAIOTCS JlaTa U BpeMs Bxo/1a (BbIxoja) CyObeKTa J0CTyIa B
cucteMy (U3 CUCTEMBbI) WK 3arpy3Ku (OCTAHOBA) CUCTEMBI;

[TpoBOIUTE yYET BCEX 3aIIMIIAEMbIX HOCUTENICH HH(POpMAIIUU C
TIOMOIIIBIO MX JIFOO0 MapKUPOBKH U C 3aHECEHUEM yUETHBIX TaHHBIX B
KypHaJI (YYETHYIO KapTOUKY);

[IpoBoUTh perucTpaiuio BXoaa/Bexoa CyObeKTOB JOCTYIA B CPEACTBO
3amuThl OT [IMB, perucrpanuio 3arpy3ky 1 HHUIHAIU3ALUA 3TOTO
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CPEACTBA U €€ MPOrPaMMHOr0 OCTaHOBA. B mapameTpax perucrpauuu
YKa3bIBAE€TCS BPEMsI M JlaTa BX0J1a/BbIX0/1a CYObEKTa JOCTYyTa B CPEJICTBO
3amuThl oT [IMB nnu 3arpy3ku/octaHoBa 3TOTO CpeICTBA, a TAKKe
UAeHTUGUKATOP CyOBEKTa JOCTYIIA, MHUIMUPOBABIIIETO JaHHBIC
JIEUCTBUS;

[IpoBouTh peructpanuio coobITU IPOBEPKHU U oOHapykeHus [IMB. B
IapaMeTpax PEruCTPALMHU YKa3bIBAIOTCS BPEMs M J1aTa MPOBEPKU WU
oOHapyxenus [IMB, unentudukarop cyobekra A0cTyna,
MHULIMMPOBABLIETO TAHHBIC IEUCTBUS, XapaKTEP BBITOIHAEMBIX
JEHCTBUI 1O MPOBEPKE, TUIl OOHAPYKEHHON BPEAOHOCHOM MPOTrpaMMBbl
(BII), pesyapTar neidcTBuil cpeAcTBa 3alIUThI 1o OokupoBanuo [IMB;

[IpoBOIUTE perucTpaiuio COObITUN 1O BHEAPEHUIO B CPEJICTBO 3AIUTHI
ot [IMB nakeroB o6HOBNeHuUH. B mapameTrpax perucrpanuu
YKa3bIBAIOTCS BpEMS U JjaTa OOHOBJICHUS, HACHTU(PUKATOP CYOBEKTa
JNOCTYIIa, FHUIUUPOBABIIETO JAHHOE IEMCTBUE BEPCUS U KOHTPOJIbHAS
CyMMa IakeTa OOHOBJICHUS,

[IpoBoUTh perucTpanuio coObITUI 3aycKa/3aBepieHns padoThl
MoxyJen cpeacrsa 3amuthl oT IIMB. B napamerpax perucrpauuu
YKa3bIBalOTCS BpEMsI U JjaTa 3allyCKa/3aBepleHus: paboThl,
UIEHTU(UKATOP MOAYIISL, HACHTUPUKATOP CyObEeKTa 10CTyIa,
MHUIIMMPOBABIIIETO JAHHOE JEMCTBHE, Pe3yJIbTaT 3allycKa/3aBepIleHus
paboTHI;

JOJIKHA TIPOBOJAUTHCS pErucTparus COOBITUI YIIpaBIeHUs CyObEKTOM
noctyna GyHKIusMu cpeactsa 3anmThl oT [IMB. B mapameTrpax
pEerucTpaluy yKa3blBatOTCsl BpEMs U JaTa COOBITHSI YIIPaBICHUS KaxKI0M
byHKUMEH, nACHTUPUKATOP U cielupuKanus GyHKIUU, UACHTUPUKATOP
cyOBeKTa 1OCTyIa, MHUIIMMPOBABUIETO JaHHOE JIEHCTBUE, PE3YIbTAT
JICUCTBUS;
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[IpoBOIUTE perucTpanuio COObITUNA MOMBITOK JOCTYIIA TPOTPAMMHBIX
CPEACTB K MOJYJIsIM cpeAcTBa 3auuThl oT [IMB nnu crienraibHbIM
JOBYLIKaM. B mapameTrpax perucrpauuy yKa3blBarOTCs BpEMs U JaTa
MOTBITKY JIOCTYTA, UASHTU(HUKATOP MOAYIIS, HACHTU(DHUKATOD U
cnieruuKaims Moayis cpeactsa 3amuthl oT [IMB (cnenmnansnoi
JIOBYIIKH), PE3yJIbTAT MONBITKU JOCTYIA;

[IpoBOIUTE perucTpanuio coObITUI OTKATa AJI CPEACTBA 3aLIUThI OT
I[IMB. B mapameTpax peructpaiuu yKa3bIBatOTCs BpeMs U gaTa COObITHS
oTKaTa, crienupuKanus 1elcTBUM 0TKaTa, MAEHTU(UKATOP CyOBbeKTa
J0CTyNa, THUIIMUPOBABIIETO JAHHOE JACHCTBUE, PE3YyJIbTAT ACHCTBUS;

10

OO0ecnieunTh 3alIUTY JAAHHBIX PETUCTPALMH OT UX YHUUTOKEHUS UITU
MOIU(PUKAIINYA HAPYIIUTEIIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPAaHCHHUA JAaHHBIX PCTUCTPAIIUHA B CJIy4dac
COKpalICHUA OTBCACHHBIX IIOA HUX PCCYPCOB;

12

PeanuzoBath MeXxaHW3MBbI IPOCMOTpPA U aHAJIM3A JIAHHBIX PETUCTPALUU U
uX QUIbTpPAIlUU 110 33JJaHHOMY Ha0Opy apamMeTpoB;

13

[IpoBOIMTH aBTOMATUYECKU HENIPEPHIBHBI MOHUTOPUHT COOBITHIA,
KOTOPBIE MOTYT SIBISATHCS MpUunHOM peanusanuu [IMB (co3ganue,
pEAAKTUPOBAHUE, 3aITUCh, KOMIWISIUS 00BEKTOB, KOTOPHIE MOTYT
conepxkars BII).

14

Peanu3zoBaTh MEXaHM3M aBTOMATHUYECKOTO aHAJIN3A JTAHHBIX
perucTpalyy 1o mabdioHaM THIOBBIX MposiBiieHni [IMB ¢
ABTOMATHYECKHUM MX OJIOKHPOBAHHUEM M YBEIOMIICHHEM aIMHUHHUCTPATOPa
0e3011aCHOCTH;

15

[TpoBOAUTH HECKOJIBKO BUJIOB yUeTa (IyOIUpPYIONINX) C perucTpanuen
BbIJauu (IpremMa) HocuTeael HHpopMalny;
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16

OcymIecTBIATh pErUCTPaII0 BX0/1a (BBIX0/a) CYOBEKTOB JOCTYIIA B
cucreMy (U3 CUCTEMBI), TNOO peTUCTpalMs 3arpy3KH U MHUIIHATIA3AIIUN
OIECPAIMOHHON CHCTEMBI.

17

OcCyIecTBIATh PETUCTPAIIMIO BBIJIAYN TIEYATHBIX (TPaPUICCKUX )
JOKYMEHTOB Ha «TBEPAYIO» KOIHUI0. B mapamerpax peructpanuu
yKa3bIBartOTCsA (AaTa U BpeMs BbIJa4uM (0OpalleHus K MOJCUCTEME
BBIBO/IA), CrieM(HUKALMsl yCTPONUCTBA BbIAAYU — JIOTHUECKOE UM
(HOMep) BHEIIHET0 YCTPOICTBa, KpaTKOE CoJepKaHne (HAaMMEHOBAHHE,
BUJI, IIU(P, KOJ) U YPOBEHb KOHPUIECHIMATBHOCTH JOKYMEHTA,
UACHTHU(PUKATOP CYOBhEKTa JOCTYIA, 3alIPOCUBIIETO JTOKYMEHT;

18

Ocy1ecTBIATh PETUCTPALIMIO 3aTyCKa (3aBepIICHUs) IPOTPAMM H
MpoI1IeCcCoB (3a/laHui, 3a]1a4), MpeaHa3HaYEHHBIX sl 00paboTKU
3amumaeMbix (haittoB. B mapameTpax peructpaiuu yKasbplBalOTCs J1aTa u
BpeMs 3ammycka, uMsl (MIeHTU()HUKATOP) IPOrpaMMbl (TIpoliecca, 3a1aHus),
uaeHTU(PUKATOP CyObEKTa JOCTYTa, 3alPOCHUBILETO TPOrPaMMy
(mpouecc, 3aanue), pe3yabTaT 3amycka (yCHeIHbli, HeYCIeIIHbIA —
HECAHKIIMOHUPOBAHHBIN),

19

OcCyIIecTBIATh PETHCTPAIINIO MOIBITOK JIOCTYyTa MPOTPAMMHBIX CPEICTB
(mporpamm, MPOLIECCOB, 3a/1a4, 3a/IaHNi) K 3aluimaeMbiM (aiinam. B
napaMeTpax perucTpaiii YKa3bIBarOTCS J1aTa M BPEeMs MOMBITKU JOCTYTIa
K 3amuiaeMomy (aitity ¢ ykazanuem ee pesysbTara (ycrelHas,
HEYCIENIHAs — HECAaHKIIMOHUPOBAHHAs ), MACHTU(PUKATOP CYObhEKTa
JOCTYyIa, cnenuduKanms 3amumaeMoro damnma;

20

OcCyIIecTBIATh PETUCTPALIUIO MOMBITOK JOCTYNA MPOTPAMMHBIX CPEJICTB
K CJICTYIOIIUM JIOTIOTHUTEIBHBIM 3allIMIIAeMbIM 00BEKTaM JOCTYMa:
TepMHUHAJIaM, KoMIIbIoTepaM, y3naMm cetu MCIIJIH, nuHusm (KaHaiam)
CBSI3M, BHEIIHUM YCTPOMCTBAM KOMIIBIOTEPOB, IPOTpaMMaM, TOMaM,
Karajoram, (aiinam, 3arucsm, nojsiM 3anuceid. B mapamerpax
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PETUCTPALINN YKA3BIBAIOTCS AaTa U BPEMsI OMBITKHA JOCTYyTa K
3aluIaeMoMy OOBEKTY C YKa3aHHeM ee pe3ysibTara (ycrenrHasi,
HEyCIelIHas — HECAaHKIIMOHUPOBaHHas ), MJIEHTU(PHUKATOP CyObeKTa
JOCTYyTIa, CeU@UKAIINS 3alAIaeMOr0 00BEKTa — JIOTHIECKOE UMS
(HOMED);

21

[TpoBOAUTE yUET BCEX 3alUIAEMbIX HOCUTENEH HH(DOpMALINH C
MTOMOIIBI0 X MAPKUPOBKU U C 3aHECEHUEM YUETHBIX JAaHHBIX B XKypHal
(Y4ETHYIO KapTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYJICHHE, 00E3IMUUBAHNE) OCBOOOK1aEMbIX
oOJacTeil ornepaTUBHON MaMsATH KOMITBIOTEPOB U BHEIIHUX HAKOMUTENEH.
OuucTka OCyIIECTBIISIETCS OJHOKPATHOM IPOU3BOJIBLHOM 3aMUCHIO B
0CBOO0XK/1aeMYyI0 00JIaCTh MaMSITH, paHEe UCTIOJIb30BAaHHYIO JIJIS
XpaHEHMUsI 3alIMIIAEMbIX JTaHHBIX ((haiiyioB, HHGOPMAIINH);

IV

B nmoacucreme obecrieueHus MeI0CTHOCTH:

O6ecneunTsb 1ETOCTHOCTD MPOrPAMMHBIX CPEACTB 3alIUThI B COCTaBE
C3I1/H, a TakXKe HEU3MEHHOCTb MTPOTPaMMHOM cpenbl. [Ipu aTom
LIEJIOCTHOCTH CPEJICTB 3aILUTHI IIPOBEPAETCA IPU 3aIPy3KE CUCTEMBI 110
HaJIM4YMIo UMeH (uaeHTudukatopon) komnoneHt C3I1/IH, nenocTHOCTH
nporpaMMHoOi cpebl obecnieunBaercs orcyrcrsuemM B UCIIIH cpeacTs
pa3pabOTKU M OTJIAJKU IPOrpaMM;

OcymectBnars puznueckyto oxpany UCII/Iu (ycTpoicTB 1 HOCUTenen
nH(popMaIm), NpeaycMaTpuBaroiiasi KOHTPOJIb TOCTyNa B MOMEILICHUS
NCII/IH nOCTOPOHHUX UL, HAIMYUE HAJICKHBIX MPEHATCTBUNA IS
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEeHUS B nomenienuss UCIIIn u
XpaHUJINIIE HOCUTEeIeH nHMOpMaIlnH;

[IpoBonuTk nepuoanyeckoe TectupoBanue Gpyukiuii C3I11n npu
MU3MEHEHUHU MPOorpamMmMHoi cpeasl u nepconana UCII/H ¢ momomibio
TECT-NPOrpaMmm, UMUTUpYIomux nonbitku HC/I;
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JOJKHBI OBITh B HATUYKHK cpecTBa BocctanoBienus C3I1/1x,
peyCMaTPUBAIOIIIE BeICHUE ABYX KOIMIA IPOrPAMMHBIX CPEICTB
3aIIUThl HKHPOPMAIIMH, UX TIEPUOANICCKOEC OOHOBIICHHE U KOHTPOJIb
paboTOCTIOCOOHOCTH;

IIpoBOAUTE MPOBEPKY LETOCTHOCTH MOAYJIEH CPEACTBA 3ALIUTHI OT
[IMB, HE0OXOUMBIX ISl €r0 KOPPEKTHOTO (DYHKIIMOHUPOBAHUS, IPU
€ro 3arpy3Ke ¢ UCIO0JIb30BaHNEM KOHTPOJBHBIX CYMM;

O6ecnieunTh BO3MOKHOCTh BOCCTAHOBJICHHSI CpeJicTBa 3auThl oT [IMB,
[IpeAyCMaTPUBAIOIIAs BEICHHUE IBYX KOIIMI IIPOrpaMMHOIO CPEJICTB
3alUTHI, €r0 MEPUOINIECKOEe OOHOBIEHUE U KOHTPOJIb
paboTOCTIOCOOHOCTH;

PeanuzoBath MexaHMU3MBbI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHU I
cpeacTsa 3ammTel oT [IMB ¢ ucrons30BaHnEM KOHTPOJIBHBIX CYMM;

[TpoBouTh pe3epBHOE KonupoBanue [1/{H Ha oTUyk/TaeMble HOCUTEIN
uHopMauy;

B noacucreme aHTUBHPYCHOM 3aILUTHI:

IIpoBOAMTE aBTOMATUYECKYIO NMPOBEPKY Ha Hanuuue BII nin
nocneactsuid [IMB npu nmnopre B UCII/IH Bcex mporpaMMHBIX
MOJyJIeH (MPUKIIAHBIX TPOrpaMM), KOTOphIE MOTYT cojaeprkath BII, o
UX TUIOBBIM IA0JOHAM U C TOMOIIIbIO ABPUCTUYECKOTO aHAJIN3a;

PeanuzoBath MeXaHHW3MbI aBTOMAaTUYECKOTO OJIOKHMPOBAHUS
oOHapyxeHHbIX BII myTem ux ynaneHus U3 mporpaMMHBIX MOJYJICH WU
YHHUUYTOKECHUS,

PerynsapHo BBINONAHATH (pU IEPBOM 3artycke cpeacTB 3auuThl [1/]H ot
[IMB u ¢ ycTtanaBiuBaeMoi MepuoANYHOCTHIO) MTPOBEPKA HA MPEIMET
Hannuus B HUX BlI;
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JloymkHA MHUIIMUPOBaThCs aBToMaTuueckas nposepka MCII/In Ha
npeamet Haauuus BII npu BesiBnennn dakra [IMB;

Peann3oBaTh MEXaHU3M OTKaTa JJIs YCTAaHABIMBAEMOTO YKCIIA ONEPALAN
ynanenus Bl u3 onepatnBHOM WM OCTOSHHOW NaMsTH, U3
IIPOTPaMMHBIX MOZYJIEW U MPUKIAAHBIX IPOTPAMM HJIM IPOrPAMMHBIX
CpeAcTB, coaepxammx BII.

JHononuurensHo B UCIT/IH nomkeH mpoBOAUTHCS HENPEPHIBHBIN
aBTOMATHYECKUH MOHUTOPUHT HH(POPMAIIMOHHOTO OOMEHA C BHEIIIHEH
CETHIO C 11eJIbIO BhIsiBJICHUs BII.

VI

Kontpons orcyrerBust HJIB B [10 C3U

J1J1s mporpaMMHOTO 00€CTIeUeHHsI, UCIIOJIB3yEeMOT0 MPH 3aIUTe
nndopmarmu B UCIIH (cpeacts 3amutel undopmaiuu — C3U, B Tom
YKCJIC U BCTPOCHHBIX B OOIIECUCTEMHOE M MPUKIIATHOE TIPOTPAMMHOC
obecnieuenue — [10), nomkeH ObITh 0OOECIIEUEeH COOTBETCTBYIONTUN
ypOBEHBb KOHTPOJIS OTCYTCTBUS B HeM HJIB (He nexmapupoBaHHBIX
BO3MOXHOCTEH).

VII

Oo6napyxenue Bropskenuid B UCIJIx

OOGHapyxeHue BTOPKEHUN JJOJDKHO 00€CIIeYnBATHCS ITyTEM
ucnonabs3oBanus B cocrase MCII/IH mporpaMMHBIX WM TPOTPaMMHO-
anmapaTHBIX CpelICTB (cucteM) oOHapykenus BTop:keHuit (COB).

Heobxoanmo 06s13aTenbHOE UCTIOIb30BAHUE CUCTEMbI OOHAPYKEHHUS
CETEBBIX aTaK, UCIOJIb3YIONME CUTHATYPHBIC METO bl aHATIN3A

HeoOxoaumo 00s3aTenbHOE UCIIOIB30BAHUE CUCTEMBI OOHAPYKEHHS
CETEBBIX aTaK, NCMOJB3YIOIIUE CUTHATYPHBIE METO/IbI aHATHM3a U METO/IbI
BBISIBJICHUS] aHOMAJIMI

VIII

3amura UCITIn ot IIDMIUWH
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Jlist oO6paboTku uHpopmMaIuu HeoOXoauMo rcnos3oBaTh CBT,
yJOBJIETBOPSIIOIIE TPEOOBaHUAM cTaHAapTOB Poccuiickoit deaeparuu
10 JIEKTPOMArHUTHONH COBMECTUMOCTH, 10 O€30MacHOCTH U
HPrOHOMHYECKUM TPEeOOBAHUAM K CPEJICTBAM OTOOpaKEHUS

I uH(pOpMaIUK, IO CAHUTAPHBIM HOPMaM, TPEIbIBISIEMbBIM K " " "
BHUIeouCIUIeHHBIM TepMuHanaMm [I9BM (nanpumep, 'OCT 29216 91,
I'OCT P 50948-2001, 'OCT P 50949-2001, I'OCT P 50923 96, CanlluH
2.2.2.542 96).
IX Onenka coorBerctBus MCII/In TpeboBanusim 6e3onacHoctH I1/{H
| [IpoBectu 00s13aTeNbHYIO cepTU(PUKALIHIO (ATTECTAIINIO) IO i N N

TpeboBaHMsIM 6€30MacHOCTH UH(OpMaIUK;

JlexmapupoBaTh COOTBETCTBUE WIIH 0013aTEIBHYIO CEPTUPUKAIIUIO
2 (arrectanmio) mo TpeboBaHUsIM 0e30MacHOCTH UHMOpPMAITIH (110 + - -
PEIICHHIO OIIepaTopa);

[Ipumeuanue: s UCIIAH 4 xnacca nepedeHb Meponpuatuid no 3amure [IJ[H onpenensieTrcs B 3aBUCMMOCTH OT yuiepOa
KOTOPbIN MOKET ObITh HAHECEH B CIICJICTBUU HECAHKIIMOHUPOBAHHOTO WM HETpeHaMepeHHoro noctymna k [1/1H.
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